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Electronic Data
Processing
Implications of Real-Time Systems for Accounting Records
Part I

Dr. Elise G. Jancura, CPA
The Cleveland State University
Cleveland, Ohio

The technological and economic im
provements already available and those
projected for the future make it quite
likely that (1) the number of firms com
puterizing their records will continue to
increase, and (2) the trend toward inte
grated, real-time management informa
tion systems will grow. The potential for
the use of management information sys
tems for planning, scheduling, and con
trol functions makes proper development
and use of an information system vital to
an organization's well-being.
Today's EDP equipment is being
applied to the development of total busi
ness systems where most or all of the ac
tivities within a business enterprise in
teract in some way with computerized
systems. The prospect exists that a logical
extension of the total business system will
be interaction with similar systems from
other organizations. Advances in
hardware technology, including com
munications and on-line storage facilities
as well as a growing skill in data manage
ment and application development, is
leading to the availability and introduc
tion of increasingly sophisticated and in
teractive computing capabilities, and to a
general awareness that the computer can
be used as an integral part of the daily
business cycle.
This awareness has led to the develop
ment of transaction or event-oriented sys
tems . There is a strong trend towards the
use of "intelligent'' terminals and remote
data transmissions. The greater variety of
both communications facilities and the
computing equipment capable of using

and/or controlling these facilities will ex
tend to small businesses many of the
capabilities previously enjoyed only by
large companies. Thus, the prospect of
interactive or real-time processing sys
tems is no longer limited to the few
giants, but is a real possibility for all
users, both large and small.

The Nature of Real-Time Processing
In order effectively to control the activities
of a real-time system and to discharge the
responsibilities involved in auditing such
a system, it is essential to have a clear
understanding of the nature of that sys
tem and the potential control problems
associated with it. A real-time computer
system may be defined as "one which
controls an environment by receiving
data, processing them, and returning the
results sufficiently quickly to affect the
functioning of the environment at that
time."1
Another definition of real-time dataprocessing systems is "one or more digi
tal computers and other devices used to
participate in, control, or monitor a busi
ness, industrial, or scientific process
while this process is actually taking
place."2 Both of the definitions given for
real-time systems stress the characteristic
of immediate response, and it is this
characteristic and this characteristic alone
that distinguishes a real-time system
from a batch-processing system. In effect,
a real-time system views each transaction
as a batch of one and must be prepared
with all of the necessary equipment, pro
cessing programs, and data files neces
sary to recognize, record, process, and re
spond to that transaction as it occurs.
The time requirements of a real-time
system generally result in a system that is

much more complex than that of the
batch-processing approach. In a true
real-time environment the system must
be organized so that it can accept input at
any time, execute any program appro
priate to the needs of the data just re
ceived, access master files involved with
that transactional data, update those files
if appropriate, and respond back to the
user with accurate information. This must
all be done without any presequencing of
that data, which means that the real-time
system must have all possible master files
and all possible processing programs
available at any time. To accomplish this,
most real-time systems have complicated
supervisory programs that can them
selves occasionally be a source of error.
If an organization experiences many
different kinds of transactions and de
cides to handle all of them on a real-time
computer basis, this means that the com
puter system must be prepared to re
spond to each of a number of different
kinds of transactions immediately. It
must have available all of the equipment,
programming facilities, and data file re
sources for all of the different kinds of
transactions that could occur. It is this
characteristic that leads in large part to the
great complexity and timing problems
that exist in real-time systems. The cost in
terms of increased complexity as well as
increased expenditure for the data pro
cessing system itself comes largely from
the need to be prepared to handle any one
of a number of different kinds of transac
tions. In some organizations an attempt is
made to reduce this cost by handling only
those particular types of transactions in
which the immediacy of the response is
essential on a real-time basis and in
batching all other transactions. By so do
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ing, the scope of preparedness can be re
duced.
A real-time environment is geared to a
short reaction time. The goal is to provide
a response from the initial recording and
processing of a transaction in time actu
ally to affect the operations of the busi
ness or the subsequent activities in a pro
cess control or scientific environment.
The most important implication this has
for control considerations is the elimina
tion of the time interval that usually exists
in a batch-processing system between the
point at which a transaction takes place
and the point at which it is entered into
the processing cycle. In a batch
processing system that time delay pro
vides opportunities to examine each in
dividual transaction in detail, to develop
certain balancing control totals for a group
of such transactions, and to edit data not
only for internal consistency within a
transaction but also for consistency be
tween groups of transactions. The real
time approach, in which a transaction en
ters the processing system and begins to
affect master records immediately as it oc
curs, imposes increased requirements for
editing and validation techniques as part
of the initial recording process.

Control Considerations in Real-Time
Systems
The inherent immediacy of both the input
function and the response of real-time
systems eliminates many of the
safeguards and checking activities that
are possible in a batch-oriented system as
the individual transactions are being col
lected for the batch prior to processing.
Second, it is possible that the audit trail
will be less complete than under a tradi
tional batch-processing system. This is a
particular problem if there is insufficient
concern for or understanding of the im
portance of an audit trail (which is fre
quently more useful as a management and
reconstruction tool) during the design
and initial implementation of phases. Be
cause the principal advantage of a real
time system lies in its ability to process
data immediately, the temptation can be
quite strong to eliminate all functions that
can be mistakenly viewed as nonprocess
ing, such as proper documentation of a
transaction as it is being entered into the
system.
In a real-time environment many of the
transactions occur and are initially re
corded in machine-readable form at sites
remote from the central computer and its
traditional control staff. Occasionally
these transactions do not produce any
hard copy evidence apart from that initial
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recording. The greater technical complex
ity and the potential for loss of control and
documentation on the transactions
creates a challenge to those responsible
for the control and audit functions in an
installation in which a real-time system is
operational. This challenge comes partly
in the form of a need for greater technical
expertise and understanding of computer
techniques and capabilities and in part
from the need to develop new control
techniques appropriate to the real-time
environment.
The attempt to provide short reaction
time usually results in the use of other
advanced techniques that introduce other
control problems in addition to the need
for concurrent validation with initial re
cording. Most real-time systems involve
the use of individual terminals at loca
tions remote from the central processing
unit. These remote locations make it more
difficult to control access to the system
than in an installation where all input de
vices to the computer exist within the con
trolled environment of the physical instal
lation itself. Thus techniques have to be
introduced to identify the users of the
terminals and to control their access to the
central processing system and its infor
mation files.
This problem of control is a different
one and requires different techniques
than the problem of validation of data.
The need for control of access exists in any
environment in which input-output de
vices that have entree to the processing
system are at a physically remote location
from that of the central processing unit.
There are, in fact, many batch-processing
applications that accept data from remote
locations, and the needs for access con
trols for remote locations are the same for
batch-oriented systems with remote ter
minals as they are for the remote termi
nals of real-time systems. Many installa
tions with remote offices find it more
economical to transmit data via telecom
munication lines from a remote terminal
to the central processing unit. The use of
remote input-output devices and tele
communication lines does not make a sys
tem a real-time system. If a group of
transactions are collected at the remote
location and transmitted at one time to a
central location, this is a batch-processing
system. The characteristic that makes the
use of these telecommunication lines part
of a real-time system is recording, trans
mitting, and processing of the transaction
immediately as it occurs.
The use of remotely located input
output devices does not necessarily in
volve direct connection or communica
tion to the computer. Some installations

use telecommunication lines to com
municate with remote locations in an off
line environment. In off-line activities
data is not transmitted directly to the
computer but is transmitted to another
device located at the installation such as
magnetic tape, a paper tape punch, or a
card punch, and the machine records thus
received are held for later batch process
ing. There are a great variety of devices
available for use as remote terminals.
Some of these are manually-operated
terminals in which the operator uses a
keyboard or some other device, such as a
light pencil, actually to record the data for
transmission. In other cases the operator
can insert a prepared document such as a
magnetically encoded document or a
batch into a batch reader. When the tele
communication lines connect a remote
input-output device directly to the com
puter and the computer controls the
transmission, such a system can be re
ferred to as an on-line system. An on-line
system may be defined as one in which
"peripheral equipment or devices . . . are
in direct communication with the central
processor of a computer system . . . (and)
are usually under direct control of the
computer with which they are in com
munication".3
There is a technical distinction between
an on-line system and a real-time system
in the sense that the term real-time
applies only in those instances where the
computer reacts to the input data im
mediately, processes that data as it is re
ceived, and takes the action appropriate
to the particular transaction. It is possible
to have on-line computer systems that are
not real-time, in which the auditors
would have to concern themselves with
the problems of appropriate control of the
remote devices and control of the trans
mission process, but in which some of the
traditional batch controls would be ap
propriate. On the other hand, a real-time
system must also be an on-line system,
and added to the control problems men
tioned for remote locations and transmis
sion is the additional need for complete
validation of the data as it is in fact en
tered into the system and used.
Some real-time systems do not update
or change data files but are merely inquiry
systems. In this kind of real-time envi
ronment the primary control emphasis is
upon identification of the users and their
authorized access to certain parts of the
information system. The validation pro
cedures of the input data itself are much
less critical than they would be in a real
time application in which the processing
involved actual results in changing or up
dating the data files. In such a real-time

environment the need for control proce
dures is extended beyond simple identifi
cation of the users and their right to cer
tain data to a more stringent verification
and editing of the data itself. Updating in
a real-time environment invariably in
volves the use of direct-access devices to
store the master files and the use of a
destructive updating technique. As dis
cussed earlier, destructive updating is a
technique in which the updated or
changed version of a record is written
back in the same physical space previ
ously occupied by the original master rec
ord, thereby destroying the original rec
ord. This is to be contrasted to the non
destructive updating environment, in
which the updating process produces a
whole new copy of the master file and
leaves the old generation intact.
In a real-time environment one transac
tion is processed at a time, and only one
master record out of the entire master file
is updated at a time. Thus it would be
impractical to employ nondestructive up
dating. The use of destructive updating
adds to the control requirements of a
real-time system all of those concerns that
were discussed earlier for destructive up
dating. Put in its simplest terms, destruc
tive updating usually calls for some varia
tion of a process in which periodic copies
of the master file are made and all transac
tions occurring since a copy was made are
stored so that reconstruction of the file can
take place in the event of any unexpected
loss of the current master file.

Audit Trails and Real-Time Systems
One of the problem areas frequently iden
tified with real-time systems is the poten
tial loss of the traditional audit trail. This
is usually translated to mean the absence
of a hard copy source document. How
ever, the question of available hard copy
source documents is really not a matter of
real-time versus batch processing sys
tems or even of remote input-output sta
tions but rather a matter of the datarecording technique chosen. Thus many
transactions initiated at remote locations
(whether they are going to be batched or
to be processed in a real-time environ
ment) are recorded on a traditional source
document before transmission to the
computer. In these instances the auditor
must work out new logistics for relating
transactions as they appear in the process
ing activities to the source document, but
he or she does have the traditional source
document for reference. In other envi
ronments, however, much effort has been
expended by the installation to eliminate
the relatively time-consuming and

error-prone process of manual recording
and subsequent transcription of the data
into machine-readable form.
In many real-time applications the ini
tial recording of the transaction is done
directly on the terminal transmitting to
the central processing unit. In these cir
cumstances the principal protection
against destruction of the audit trail is
intentionally to cause the recording pro
cess itself to produce some hard copy.
This can be done by attaching a printer
typewriter capability to the terminal or by
requiring some other manual logging
procedure at the terminal. In addition,
many installations record a transaction
log at the central location as individual
transactions are received from the remote
terminals.
There is a distinction between the
techniques that can be instituted to pro
vide a historical audit trail and those
techniques that are instituted to detect
and prevent errors from entering the sys
tem. The use of a transaction log at the
installation to record all transactions
transmitted to the central location can be

used subsequently to validate transac
tions that were entered into the system
and to provide a historical after-the-fact
batch control for all transactions to par
ticular classes of master records. This
transaction log, however, may not be a
useful tool for preventing errors from en
tering the system, although it may help
subsequently to identify those errors that
have occurred. Techniques such as im
mediate feedback to the operator of a ter
minal have much more value as error pre
vention techniques. This does not mean
that one technique should be used to the
exclusion of the other but does indicate
the difference in orientation or purpose.
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